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FOREWORD

Marine Corps Warfighting Publication (MCWP) 2-153ignals Intelligence

serves as a basic reference for understanding concepts, operations, and proce-
dures for the conduct of signals intelligence (SIGINT) operations in support of
the Marine air-gound sk force. This publication complements and expands on
Marine Corps Doctrinal Publication Btelligence and MCWP 2-1intelli-

gence Operationsyhich provide doctrine and higher order tactics, techniques,
and procedures for intelligence operations.

The primary target audience of this publication is intelligence personnel respon-
sible for planning and executing SIGINT operations. Personnel who provide
support to SIGINT or who use the results from these operations should also read
this publication.

MCWP 2-15.2 describes aspects of SIGINT operations, including doctrinal fun-
damentals, equipment, command and control, communications and information
systems support, @hning, execution, security, and training. Detailed informa-
tion on SIGINT operations and tactics, techniques, and procedures is classified
and beyond the scope of this publication.

MCWP 2-15.2 supersedes Fleet Marine Force Manual 3-2F5i¢Dpls Intelli-
gence/Electronic Warfare Operatio(d), dated 21 September 1990.
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To Our Readers

Changes: Readers of this publication are encouraged to submit suggestions afd
changes that will improve it. Recommendations may be sent directly to Commandi§ig
General, Marine Corps Combat Development Command, Doctrine Division (C 42§,
3300 Russell Road, Suite 318A, Quantico, VA 22134-5021 or by fax to 703-784-29%7
(DSN 278-2917) or by E-mail temb@doctrine div@mccdc Recommendations
should include the following information:
» Location of change

Publication number and title

Current page number

Paragraph number (if applicable)

Line number

Figure or table number (if applicable)
* Nature of change

Add, delete

Proposed new text, preferably double-spaced and typewritten
» Justification and/or source of change

Additional copies: A printed copy of this publication may be obtained from Marige
Corps Logistics Base, Albany, GA 31704-5001, by following the instructions in MCBul
5600, Marine Corps Doctrinal Publications StatusAn electronic copy may be obtaine(
from the Doctrine Division, MCCDC, world wide web home page which is found at thefol-
lowing universal reference locatonttp://www.doctrine.quantico.usmc.mil.

Unless otherwise stated, whenever the masculine or feminine gender is used,
both men and women are included.
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Chapter 1

Fundamentals

All military forces use the electromagnesipec- from foreign communications by anyone othe
trum to command and control operating forces than the intended recipient.

acquire targets, guide weapons, and direct sup-

porting arms. These military forces also use thep  Electronics Intelligence

electromagnetic spectrum to collect, process, and . _ ) )
report intelligence and to support other adminis- El€ctronics intelligence (ELINT) is the technical
trative and logistics operatis. Most facets o and intelligence information derived from foreign
military operations involve the use of some de- noncommunication electromagnetic radiation em-
vice or system that radiates or receives electro-2nating from anywhere other than nuclear detona-

magnetic energy via air waves, metallic cable, or ions or radioactive sources.

fiber optics. Rdios, radars, sensors, smart muni-

tions, telephone systems, acmmputer networks c. Foreign Instrumentation Signals
use electromagnetic radiation. Both complex andintelligence

unsophisticated military organizations depend ong qiqn instrumentation signals intelligence (FIS-

these systems and their inherent use of the eleCINT) is the technical and intelligence information
tromagnetic spectrum. Signals intelligence opera- yejyeq from the intercept of foreign instrumenta-

tigns are the pfrltﬂmplaltway to texplont an tion signals by anyone other than the intended re-
adversary's use of the electromagnetic spectrum. cipients. (FISINT is primarily strategic in nature

and will not be addressed further in this manual.)

1001. What Is Signals
Intelligence? 1002. Concept of Employment

S|gna|s |nte|||gence (S'G'NT) |S “a Category 0 SIGINT can be employed In taCtlca| _SI'[uatIOl’l
intelligence comprising either individually orin When the enemy uses electromagnetic spectru
combination all communications intelligence, communications and/or systems. Optimal em-
electronic intelligence, and foreign instruma  Ployment is against enemy forces that depend on
tion S|gna|s |nte|||gence’ however transmitted” taCt|Cal communications and no-ncomm!..ln|cat|0ns
(Joint Pub 1-02). Simply, SIGINT is intelligence for command and control of their operations. SIG-
ga|ned by exp|0|t|ng an adversary’s use of theINT Opel’atlons are more difficult aga|nst enemy
electromagnetic spectrum with the aim of gaining forces that have establishewbre permanent em-
undetected firsthand intelligence on the adver-Placements using land lines or other cabled com-
sary’s intentions, dispositions, caphiis, and ~ Munications systems.
limitations.
SIGINT is one of several intelligence disciplines.

L . The other key intelligence disciplines are imagery
a. Communications Intelligence intelligence (IMINT), human resources intelli-
Communications intelligence (COMINT) is the gence (HUMINT), and measurement and signa-
technical and intelligence information derived ture intelligence (MASINT).
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