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FOREWORD

Marine Corps Warfighting Publication (MCWP) 3-40.5, Electronic Warfare, 
provides doctrine for the employment and use of electronic warfare in support of 
the Marine air-ground task force (MAGTF). Electronic warfare doctrine provides 
a basis for—

� Effective integration of electronic warfare within the MAGTF.

� Coordination and cooperation with joint force components, particularly for the 
effective employment of electronic warfare resources.

� Operational, procedural, and technical interoperability at the operational and 
tactical level.

� The exchange of electronic warfare information and intelligence between 
United States forces and allied nations or multinational partners.

This publication provides an overview of electronic warfare doctrine and tasks. It 
also discusses electronic warfare structure within MAGTF, joint, and 
multinational operations. This publication is intended for any Marine involved in 
the planning and execution of electronic warfare operations. 

MCWP 3-40.5 supersedes Fleet Marine Force Manual (FMFM) 7-12, Electronic 
Warfare, dated 20 May 1991.

Reviewed and approved this date.

BY DIRECTION OF THE COMMANDANT OF THE MARINE CORPS

EDWARD HANLON, JR.
Lieutenant General, U.S. Marine Corps

Commanding General
Marine Corps Combat Development Command

Quantico, Virginia

Publication Control Number: 143 000104 00



Electronic Warfare

Table of Contents

Chapter 1. Overview

Electronic Warfare Support . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 1-1

Electronic Attack . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 1-2

Electronic Protection . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 1-3

Spectrum Management  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 1-4

Chapter 2. Command and Control

Control Tasks . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 2-1

Electronic Warfare Coordination Cell . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 2-4

Operations Staff (G-3/S-3) . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 2-5

Intelligence Staff (G-2/S-2) . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 2-6

Communications-Electronic Staff (G-6/S-6) . . . . . . . . . . . . . . . . . . . . . . . . . . . 2-6

Information Operations Cell  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 2-6

Operations Control and Analysis Center . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 2-7

Chapter 3. Planning

Planning Factors. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 3-3

Request and Approval of EW Support. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 3-3

Staffing, Coordination, and Approval of the Electronic Warfare Plan  . . . . . . . 3-4

Electronic Warfare Elements of the Operation Order  . . . . . . . . . . . . . . . . . . . . 3-4

Electronic Warfare Planning Guidance . . . . . . . . . . . . . . . . . . . . . . . . . . . 3-5

Electronic Warfare Operations  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 3-5

Spectrum Management . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 3-5



iv    MCWP 3-40.5

Battlespace Considerations . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 3-6

Expeditionary Electronic Warfare  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 3-6

Ground Electronic Warfare. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 3-6

Airborne Electronic Warfare  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 3-7

Functional Considerations. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 3-8

Electronic Warfare Support Considerations . . . . . . . . . . . . . . . . . . . . . . . . 3-8

Electronic Attack Considerations . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 3-9

Electronic Protection Considerations . . . . . . . . . . . . . . . . . . . . . . . . . . . .3-10

Electronic Warfare Reprogramming Considerations . . . . . . . . . . . . . . . . 3-10

Electromagnetic Deception Considerations . . . . . . . . . . . . . . . . . . . . . . . 3-11

Joint-Suppression of Enemy Air Defense Considerations . . . . . . . . . . . . 3-11

Chapter 4. Joint and Multinational Operations

Joint Operations  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 4-1

Joint Force Staff of the Joint Task Force  . . . . . . . . . . . . . . . . . . . . . . . . . . 4-1

Joint Task Force Component Commands. . . . . . . . . . . . . . . . . . . . . . . . . . 4-2

Joint Commander’s Electronic Warfare Staff. . . . . . . . . . . . . . . . . . . . . . . 4-2

Joint Operations Center  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 4-2

Joint Intelligence Center. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .4-3

Joint Frequency Management Office . . . . . . . . . . . . . . . . . . . . . . . . . . . . .4-3

Joint Targeting Coordination Board . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .4-3

Multinational Operations  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .4-3

Multinational Force Commander . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 4-4

Multinational J-3 Staff . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 4-4

Electronic Warfare Coordination Cell  . . . . . . . . . . . . . . . . . . . . . . . . . . . . 4-4

Electronic Warfare Mutual Support . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 4-4

Other Considerations . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 4-5

Chapter 5. MAGTF Electronic Warfare Capabilities

Radio Battalion . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 5-1

Organization . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .5-2

RadBn Electronic Attack Equipment . . . . . . . . . . . . . . . . . . . . . . . . . . . . .5-2



Electronic Warfare      v

Marine Tactical Electronic Warfare Squadron . . . . . . . . . . . . . . . . . . . . . . . . . . 5-3

Organization  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 5-4

VMAQ Electronic Attack Equipment . . . . . . . . . . . . . . . . . . . . . . . . . . . . 5-4

Chapter 6. External Support Activities

Joint Information Operations Center . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 6-1

Joint Spectrum Center  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 6-1

Joint Warfare Analysis Center . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 6-2

National Security Agency  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 6-2

Joint COMSEC Monitoring Activity . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 6-2

Defense Information Systems Agency. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 6-2

Marine Corps Information Technology
and Network Operations Center. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 6-3

Naval Air Warfare Center Weapons Division  . . . . . . . . . . . . . . . . . . . . . . . . . . 6-3

Appendix A. Joint Electronic Warfare Reports

EW Mission Summary (EWMSNSUM)  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . A-2

Electronic Warfare Employment Message (EWEM) . . . . . . . . . . . . . . . . . . . . .A-3

Electronic Warfare Approval Message (EWAM). . . . . . . . . . . . . . . . . . . . . . . . A-4

Tactical Report (TACREP). . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . A-5

Electronic Warfare Requesting/Tasking Message (EWRTM) . . . . . . . . . . . . . . A-6

Tactical ELINT Report (TACELINT)  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . A-7

EA Data Message (EADAT)  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . A-8

SIGINT/EA Planning/Coordinating Message (SIEPCM) . . . . . . . . . . . . . . . . .A-9

ELINT Requirement Tasking Message (ERTM) . . . . . . . . . . . . . . . . . . . . . . . A-10

Air Support Request (AIRSUPREQ) . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . A-11

Air Request Jammer (AIRREQJAM). . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . A-13

Electronic Warfare Frequency Deconfliction
Message (EWDECONFLICT) . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . A-14



vi    MCWP 3-40.5

Meaconing, Intrusion, Jamming, and Interference
Feeder Report (MIJIFEEDER) . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . A-15

Sensitive Information Report (SIREP) . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . A-16

Stop Jamming Message (STOP JAMMING) . . . . . . . . . . . . . . . . . . . . . . . . . A-17

Appendix B. Electronic Warfare Tab Format

Appendix C. Glossary

Appendix D. References



CHAPTER 1

Overview

As the modern battlespace has become more sophisticated, military operations 
are executed in an increasingly complex electromagnetic environment. While 
military forces use the electromagnetic spectrum to detect and identify enemy 
forces and to perform communications, surveillance, and weapons systems 
operations, both military forces and civilians use the electromagnetic spectrum 
for communications, navigation, information gathering, processing, storing, and 
reporting. This overlapping usage of the electromagnetic spectrum complicates 
the military’s use of its electronic equipment and the military’s gathering and 
security of military information. 

Successful military operations now greatly depend on control of the 
electromagnetic spectrum. The force that can deprive the enemy the use of the 
electromagnetic spectrum, exploit the enemy’s use of the electromagnetic spectrum 
to obtain information for its own purposes, and control the electromagnetic 
spectrum will have an important advantage. During a conflict, all commanders 
attempt to dominate the electromagnetic spectrum by targeting, exploiting, 
disrupting, degrading, deceiving, damaging, or destroying their opponent’s 
electronic systems that support their military operations. Electronic warfare (EW) 
includes “any military action involving the use of electromagnetic and directed 
energy to control the electromagnetic spectrum or to attack the enemy.” (Joint 
Publication [JP] 1-02) Electronic warfare is an important part of a military 
commander’s arsenal of weapons. It allows a commander to provide electronic 
warfare support (ES), electronic attack (EA), and electronic protection (EP). 

ELECTRONIC WARFARE SUPPORT

Electronic warfare support (ES) is the “division of electronic warfare involving 
actions tasked by, or under direct control of, an operational commander to search 
for, intercept, identify, and locate or localize sources of intentional and 
unintentional radiated electromagnetic energy for the purpose of immediate threat 
recognition, targeting, planning and conduct of future operations.” (JP 1-02)  The 
ES intelligence collection effort—

� Is used in peace, crisis, and war, which contributes to the building of an EW/
intelligence database for planning and operations.
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